ОСТОРОЖНО МОШЕННИКИ!!! Сегодня в повседневной жизни используется множество разнообразных высокотехнологичных устройств – пластиковых карт, мобильных телефонов и компьютеров. Постоянно появляются новые модели, программы и сервисы. Все это делает нашу жизнь удобнее, но требует определённых навыков и знаний.
Одновременно с развитием таких устройств появляются виды мошенничества, позволяющие обмануть и присвоить денежные средства граждан. Чтобы не поддаться на уловки злоумышленников, достаточно знать, как они действуют, и соблюдать правила пользования мобильными телефонами, пластиковыми картами и компьютерами.
Жертвами мошенников может стать каждый. Злоумышленники постоянно придумывают новые схемы обмана, но в каждой из них один финал – человек теряет деньги. Обезопасить себя очень просто. Вам необходимо запомнить элементарные правила:
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MECCEHIKEPbI bank Poccum
COLICETMJ * KOHTaKTHbI! UeHTp
BaHka Poccumn

e i cTEaNa 8800 300-30-00

- © 336710KMpOBAHHOM NNaTexe (6ecnnato Ans 380HKoB
wm Kapre; 13 peritonos Poccum)

- 0 BbiMrpbie;

- 06 ownBouHOM Nepesoae +7 499 300-30-00
Ha Ba 6aHKOBCKWHA CueT (8 coOTBETCTBUM C TapHdamit
MOBMIIbHIN TenedoH ¢ NPocs6oit Balwero onepatopa)
BepHyTb AeHbIM.

— Ymo denams? 300

(6ecnnatHo Ans 380HKoB
€ MOBMAbHBIX TeneoHos)

HE NEPEXOAUTE
MO CCLINKE U i
HE MEPE3BAHUBAWUTE!

Bce npeacTasnenHsie HoMepa
AOCTYMHbI ANA 3BOHKOB
KPYrnocyTouHo

MposepsTe HbOPMALVIO, NO3BOHME
8 aHK 110 HOMEPY, KOTOpbIfA yKadaH
Ha Balei 6aHKOBCKOM KapTe.

Bank Poccun
He COBepLIaeT NCXOAAMX

0 3HaKoMii 8 couceTax
npocuT gaTs & Aonr

WnM nepesecTk AeHbrU

OCTOPOXHO:

3BOHKOB
Ha e e € yKa3aHHbIX HOMepoB MOLUEHHMKM!
H = Ymo denams?
Q HE NEPEBOAVNTE HUKOIMQA
AEHbIN CPA3Y! HE COOBIWAWTE
Mepessorure caoemy HE3HAKOMBIM NTIOASM

3HAKOMOMY, 4TOBbI BHIACHUTS
CUTYaUWIO, ~ BOMOXHO, €0
CTpanmLy Banomany.

TPEX3HAYHbI Koa
HA OBOPOTE KAPTBI, PIN-KOZ,
W NAPO/IM U3 CMC
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TENE®OHHOE
MOLWEHHUYECTBO

3BoHsT U3 6anKa. [oBOpAT 06 yrpose
BaWMM AeHBraM Ha CUeTe U NPOCT
nepeBecTi AeHsIM Ha APYroM cueT.
CripaumsaloT AaHHbie KapTsi.

~ Ymo denams?

CPA3Y MNONOXUTE TPYBKY —
3TO MOLWIEHHUKMN!

(o3s0HHTe N0 TeneoHy, KOTopbt
YKa3ak Ha Ballieli 6aHKOBCKOT KapTe,
COTpYRHUK 6aHKa NPOSICHAT CUTYaLMIO.

38OHAT M coobwaloT
© BLIMTPBIWAX, BLINAATaX,
KOMMeHCaUMAX U T.A.

~ Ymo denams?

HE NEPEOABAWNTE
[AHHBIE KAPTbI!

Ecn 80 Bpems pasrosopa sac
NPOCAT COBEPWIMTS NNATeX — 3TO
MoweHHuKw, MonoxmTe TpyBKy
W, 4TOBbI He COMHEBaTCS,
YTouHMTe MHbOpMaLIO

Ha odHManbHOM caiite
OpraHv3aLmm, oT MMeHn

KOTOPO/A 38OHAT.

3BOHAT ¥ COOBUIAIOT, YTO BAUIKMIA
uenosex nonan b 6y, MPOCAT
RepesecTy AeHbIH.

~ Ymo denams?

Q ACHUTE CUTYALIMIO!

CrpocuTe uMs, Gamunuio 3soksiliero
11 Ha3IBaHMe OpraHW3aLM, KOTOPYIO

o npeacTasnser. MpexpaTuTe
Pa3roBop 1 M03BOHMTE EUIKOMY
wenosexy. ECnu A03BOHUTLCS

He ynanoch, cami HaiauTe Tenedon
OpraHM3aLIM, OT MMeHM KOTOPO/

65171 3BOHOK, W BBISCHITE, 4TO C/IYHTIOC.

UHTEPHET

Mpeanaraiot BnoXwTb AeHbrM
Ha OUEHb BBIFOAIHBIX YCTIOBUAX.

~ Ymo denams?

OTKPOWTE CANT

WWW.CBR.RU/FINORG

060 BceX GUHAHCOBBIX OPraHM3ALMAX,
Y KOTOPbIX €CTL AMLieHINA

Banka Poccim, MOXHO y3HaTh

Ha ero oduuMaNLHOM caiTe.

Ha caiitax c o6bABREHHAMMA
(«AawTon, lOna» M T.n.)
npeanaraloT Tosaphi 1 ycnyrn
110 3aHIKEHHBIM LUHaM.

= Ymo denams?

HE BHOCUTE
NPEOMNNATY!

B0 Bpems oBlleHA C NPOAABLIOM
He cooBaliTe AakHbIe GaHKOBCKOM
KapThi, He NepexoauTe no CCbinKam
MNonsayiiTech ycnyroii «Be3onacHas
cAenKa, KOTOPaR ACCTYNHa

Ha caiiTe c OBbABNEHUAMA.

Iri

HyXHo nepeBecTi AeHbry
KYUTL GuneTsi. Ha onHoM u3 cairros
YCNI0BUS HAMHOTO BbiroRHee,
4eM Ha 3HaKOMBIX pecypCax.

= Ymo denams?

NONb3YWTECh TONbKO

MPOBEPEHHbIMUA CAMTAMM!

[Be3onacHbiil CaitT AOMKeH UMETL
wannmce hEtps:// u «3amouexs
8 anpecHoil cTpoke Gpaysepa.
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¥ OCTOPOXHO: MOLWWEHHUKW!

Bam 380HAT U3 6aHKa W NPOCAT COOBLIMTS NEPCOHAMBHBIE AGHHBIE WNH HHGOPMALMIO

@  ©Xapre/cuere — BY/ILTE BAUTENbHbI, 3TO MOMYT BbITb MOLIEHHUKY!

SPoyMILTEKHKH € AOHOL CPBLIATSHSX TEXHONOTY HOFYT CAENATS TaK, 410 Ka KPAHE BALITO
TeneboHa BHCBETITCH 0dMLIaNoHbI HoMEp G
O MOTYT OBPATUTCH K BaM 10 YNEHI-OTIEETEY 1 NIONPOGHTS CEXPETHBE CHERSHHS O KSPTE W CueTe
HanpuMep, 47Ol OCTaHOBATS NOZOSPUTENERYI0 ONEpaLING.
B YEM OMACHOCTb U 4TO AENATL?
Y3HaB HYKHYIO UHGOPMALMIO, MPECTYTHK MOXET YKPACTb Ballit ACHBIH.

 He r020pMTE U e BBOAUTE MH-KOB, TOEX3HAHASIA KOA € OBPATHO CTOPOHbI KATS,

U oRvopasOBA Papar 13 CMC.
@ He HaBupaliTe Ha TeneoNe HAKIKYX KOMBAALU 1 1 NEPEXOIUTE o Cesikam

@ MonoxviTe Tpy6Ky. M03B0HTE B B3k 110 OAULIMATEHOMY HOMEDY — O ECTh Ha cafiTe
M OBpaTHON CTOPOHE KapT. |

S Eocrorrvase e T A EST R R e speaamaaiita

@ 3s0rme s 6ank camm
HabupaiiTe HoMep BpyuHyi0. Tenedor ropaued NuHIMA YKa3aH Ha OBPATHON CTOPOHE KapThl
U CMisanoN Caite Sanka

Tlepe3saruBas Ha HOMEP, C KOTOPOT NPHiLEN IBOHOK WK COOBUIEHHE, BY) PHCKYeTe CHOBa
nonacTs K MoweKKMKa:

° CocpenoToubrecs:

EC/M 634K BHABIT NIOI03PUTENSHYIO TPBH3ZKLIAIO, ON MPHOCTBHOBUT €€ Ha CPOK A0 BYX CYTOK.

¥ BaC ecTs 48 aCOB, 4TOBH CTIOKOHO MPWHATS Pelienie: MIOATOBPAKTS I OTHEHKTS onepaLutio.

©  Herosopure kony cexperiae o

ECh 8aC yBeXaI0T MPOUKTOBATS Wi BBECTU CVC/CVV-KOR Ha OBpaTHOM CTOPOHE KapTH,
FAH-KOR WA KO U3 CMC = 370 MoWeHHMKU!

Hasbiaars KOOBOE /1080 MOXHO, TOMISKO ECM Bbi CaMW IBOHITE Ha FOPAUYIO THHIIO GaHKa.

=
b

Kovrauo Lgw7p Barika Pocau. Visreprier-npuewas Bara Poccu

arik Poccun 8800 300-30-00 www.cbr.ru/reception

(o G sach0s 3 pervoncs Poccn)
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w baHk Poccumn

@ 3AENOKUPOBATE @ HAIMUCATL
KaPTY JARBNEHME © HECOMACHN

YTO OENATb, EC/IU C KAPTbI
YKPAJIU OEHbI'nN?

© OBPATUTbCS

Bronuumo

CONEPAUMER

+ 10 Howmepy Tenediona Ganka
Ha GankoscKoR Kapre
Wik Ha opuumansHom caiire

+ 8 Teuenwe cyrok nocne
CO0BuIeHMS O CrucaHun

« Yepe3 MOBWIIbHOE NpUOXeHMe

3assnenve gonxHo
GbiTb Hanucawo:

L

Hewm Gonbue nionei
noanyT sanenenws,
Tem Bbilue BepoATHOC
4T0 npecTynHuKos

+ depes nuuHBIf KaGukeT ket e s
Ha OIMUMANLHOM CaliTe GaHKA  + Ha MecTe B oTAGNENHN
- 8 oTaeneHMM Garka 4
KAK OBE30MACUTb AEHBIN HA CHETAX?
HUKOMY HE COOBLLANTE: KOZIOBOE C/IOBO

+ CPOK ACHCTBNS KaDTI U TPEXHAUHAIA KOR
Ha ee 060POTHOR CTOPOHE (CVV/CVC)

« MBPONY 1 KORLI U3 YBRAOMEHMA

+ ROrYH 1 Ao O OHNAK-GaHKa

HE NYBNUKYATE
epCoHansHbie AAKHSIE B OTKPHITOM AocTye

YCTAHOBUTE
auTUBMpyCHl Ha Bee ycTpolicTaa

Ha3IBANTE TONBKO COTPYAHMKY GaHKa,
KOrAa cami 38oHMTe Ha ropRNYI0
o

BaHK He KOMneHcupyeT

noTepw, ecnu Bl HapywMAM

pasuna 6esonacHor

AHUA KapTb!

Dunancor
KynbTypa
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@ bank Poccm

DULIMHT — BUA MOWEHHWIECTBa, KOTAa Y YenoBeKa KpaayT
NePCOHabHbIE AAHHBIE WM ACHBTH C NOMOWLBIO CAMTOB-MIOARENOK,
YacTo MOWEHHMKM AENIAIOT CaiThi, KOTOPbIE KaK ASE Kannw Boas!
MOXOXMW Ha CanTbl peanbHbixX OpraHM3aunn

KAK MO>XHO OKA3ATbCSH
HA ®ULLINHTOBOM CANTE?

110 CChITKaM 13 MHTEDRETa NI SNEKTPOHAGY HouTH, CHC,
COBBUIEAI B COUCETAX /Y MECCeHNpaX, DEKNEMSI,
COBABNEHNI O OTEPSRY, PECPORAKaX, KOMIBHCALVAX
orr0cyAapCTEa

XaKepbl YaCTO BINAMBIBAIOT UysKMe aKKAYHTSI,
14 GULIMHTOBAR CChiNKa MOXET NPHIATI AaKE OT SHAKOMBIX

KAK PACTO3HATb
DULLINHIOBbIN CAUT?

AAPEC OTINIAETCR 5T HACTORMETS DNE NAROH CAMBONGS
B anpecon CTpoKe HeT Htts 1 SHAdKa 3aKpsIToro 3atka
B33k CKONMDOBAH HEKAYECTEEARG, B TekETax BCTb OLIAoKH

¥ canTaManc CTpaHIU NI AKe ORfa ~ Ans BEOMa AakHbiX
Kaprey

n

KAK YBEPEYbCSH OT ®ULLNHIA?

L) 7 VeTanoBTe aHTUBIPYE Y DETNIAPHG COROBRAITE 510
—
 Coxpanante b SaKnanKax SAPeCa HysHox CanTon
7 He nepexoaute N6 MOAG3PUTENsHBIM CCoiikam

7 Micrionayire STRETSHYi0 KApTY AN TIOKYIOK B MHTEDHETE,
KiiagTe hia Hee w0 CyMmy P Heper BnnaTol

772
Ginanconan
Mloposiee o npasanax 8o
KuGepr e unTaATe A | \ 7 kynerypa
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@ BaHk Poccumn

OCTOPOXHO:

TENE®POHHbIE MOLWEHHUKMU!

5 NMPU3HAKOB OBEMAHA

HABAC @
BbIXOAST CAMU

Adepuets moryT
npeacTaBuTLCA CRYX6Oi
Ge3onacHocTh 6awxa,
Hanoroso,
MPoKypaTYPOR

TioBoit HeoxuaaHH
380HOK, CMC Wi HCBMO —
NOBOA HACTOPOXNTLCA

3BOHAT

PALYIOT BHE3ANHON @
BbIFOAOM WM NYTAIOT
Cunshere amoumn
npaTynnsioT
6amrensHocTs

a BAXHO!

CoTpyaNMKy GaHKOB U NOMMUAN
HUKOTTIA He cnpaumsaior
PeXBHINTB KapTBI, NAPO/M

113 CMC, nepcowansHble anHsie
W He npocaT cosepwats
nepesonyi ¢ sawer KapTs!

Kax saupumurs caom drmiancs,
wraiire wa fincult info

EAMTEC,

© HABACDABAT
Adepuctsi scerna
TOpONST, 4TO6b!
y 8ac e Guino
Bpemeny ce obayMaT

@ TOBOPST O EHBIAX

Npeanaraior cnacr
cBepexenvs, nonyus
KOMNEHCALINO W BrioXUTSG
B HBECTAUMOHHY TpORKT

@ nPocsT coosuuTs
BAHHBIE
3noymbwnenHmKos
MHTeDeCyIOT peKBnaUT!
KapT, NapON 1 Kok
113 GaHKOBCKYX yBenomnenwi:

HUKOTIA HUKOMY
HE COOBLUAWTE:

Ko 43 CMC
TPeX3HauHbif KO Ha 0BOpOTHOT
CTopore KapTa (CVV/CVC)
PIN-xon

napOMM/nOTMY K GaNKoBCKOMY
MIPUNOXEHIIO M OHNaIH-BaHKY
xoRosoe cnoso

nepcomanshble AaHHbie

Y —
(P ) atrree
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@ baHk Poccum

3aswcaer, nepesarpyxaeTcs wnm OTKNIOYaETCR
Cawmo 3asepuaer paGoTy npunoXeHMit
Mokaskiaer BCNABIBAIOLIME OKHA

Tepser oGuem namsTi

Mo3BoNuTe B 6auK 1 nonpocuTe 3a670KMPOBaTS AOCTYN
K OHTaiH- 1 MOGUNEHOMY GaHKY ¥ BCE KapTbl, KOTOpLIE
cnons30sany Ha ycrponciae

OGpaTUTECH B CePBUCHBIN LEHTP, HTOGH! BINEUNTS ranxer

 MepeswinycTuTe KapTLI, CMENHTE NOTMH W Napont
OT OHNa/iH-GaHKa W 33HOBO YCTAHOBUTE GAHKOBCKOE MPHNOXEHHE

~ VcrnonuayiTe anTMBMPYC 1 PerynsipHO ero 06HOBNATe.

| He nepexoauTe no Ccuinkam OT HEIHAKOMLIEB, HE YCTaHaBNMaATE.
POTPaMMBI N0 WX MPOCKGE 1 He CNONL3YATE UyXHe dewKki

| CKauwBaiiTe NPANOXEHNA TONLKO M3 NPOBEPENHBIX UCTOUHMHKOR
| O6HomnsmiTe OnEpaLMOHNYIO CHCTEMY YCTPOACTES

 Ws6erane obuwenoctynusix Wi-Fi-ceren

Moaposiee o 3auure ranxeros (p ) ©nmancosan
“wrraiiTe wa fincult info " xynerypa
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KAK SALLUTUTBCA

OT OHJIAMH-MOLWEHHWUKOB

Kakue cxembl ucnonbayiot apepucToi?

Kak o6e3onacutb CBOM AeHbrn
B UHTEpHeTe?





